PROBABILITY
AND
MATHEMATICAL STATISTICS
Vol. 45, Fasc. 1 (2025), pp. 115-126
Published online 5.9.2025
doi:10.37190/0208-4147.00246

NOTES ON CONDITIONAL ENTROPY AND COMMITMENT CAPACITY*

BY

NEMANJA NEDIC (Novi Sap), MLADEN KOVACEVIC (Novi SAD),
DARKO CAPKO (NoviSAD), AND SRDPAN VUKMIROVIC (Novi SAD)

Abstract. The so-called commitment capacity of a discrete memoryless
channel is given by the maximum of the conditional Shannon entropy
H(X]Y) over all input distributions. We examine in detail this optimization
problem, motivated by its relevance in information-theoretic cryptography.
In particular, we study the role of the channel’s connected components in
attaining the commitment capacity, and the questions of uniqueness and
support of the optimal (capacity-achieving) input and output distributions.
We also describe an iterative algorithm for computing the commitment
capacity and the optimal input distribution.
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1. INTRODUCTION AND PRELIMINARIES

1.1. Definitions and notation. A discrete memoryless channel (DMC) is speci-
fied by an ordered triple (X', Y, W), where X and ) are the input and the output
alphabets, both assumed finite and of cardinality at least 2, and W is a family
{W(:|x): x € X} of conditional probability distributions, where W (-|x) stands
for (W (y|z))yey. To every DMC one can naturally assign a bipartite graph with
X as the set of “left” vertices, ) as the set of “right” vertices, and an edge between
any r € X and y € Y such that W (y|z) > 0. We say the channel (X', Y, W) is
connected if the associated graph is connected (in the usual sense that there exists
a path between any two vertices). In general, any channel can be decomposed into
k > 1 connected components. The ith connected component has &; C & as the
set of left vertices and ); C ) as the set of right vertices, and therefore describes
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a channel (X;, V;, W;), where W; denotes the restriction of W to X x );. Note that

{X1,..., X} is necessarily a partition of X’ and {}1, ..., Vs } a partition of ).
Throughout the paper it is assumed that the channel is nonredundant, meaning

that, for every x € X and every probability distribution P on X'\ {x}, we have

(1.1) W(lz)# >, Pz)W(|z).

zeX\{z}

(This is because the commitment capacity of redundant channels is trivially equal
to zero [15]].)

For a probability distribution S on X x )/, its marginals on X and ) are de-
noted by Sx and Sy, e.g., Sx(z) = Zyey S(z,y). The corresponding families of

conditional distributions are denoted by Sxy, Syx. E.g., Sx;v(z|y) = %gx(;/)) when

Sy(y) # 0. For a given channel (X, ), W) and a given distribution P on X’ (also
called the input distribution), we denote by P x W the induced joint distribution,
ie., (P xW)(z,y) = P(x)W(y|x).

log and exp denote the base-2 logarithm and exponential. We will use standard
information-theoretic functionals [4], with H(S), Hxy(S), Hyx(S), and Ix.y(S)
denoting the entropy, the conditional entropies, and the mutual information of two
random variables with joint distribution .S. For example,

— - o Sy(y)
(1.2) Hxy(S) == m%:Xy%)S( ,y) 1 gS(x,y)'

We will also use the familiar KL divergence, and the more general conditional KL
divergence, which is defined as follows [4} (2.65)]: for two families of conditional
distributions Pyy, Qxy, and a distribution R on ),

Py (zly)
13 DKL PXY X|Y R = R PXY 1 |7
(1.3) (Pay | Qx| R) y;y () 22 Pavlely)log 5 o

This quantity is always nonnegative and equals zero if and only if the conditional
distributions Pxy(-|y) and Qxy(-|y) are identical for every y for which R(y) > 0.
The equivocation of the given channel is the conditional entropy of the input
given the output. The commitment capacity of a nonredundant DMC (X, ), W)
equals the maximum of the equivocation over all input distributions [[15} [11]:

(1.4) CW) = mngX‘Y(P x W).

1.2. Results. Our aim in this article is to examine in detail the optimization prob-
lem (1.4), motivated by its relevance in information-theoretic cryptography. In
Section [2] we investigate general properties such as the role of the channel’s
connected components in attaining the commitment capacity, properties of the
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capacity-achieving input and output distributions, conditions under which they are
unique, etc. In Section[3|we describe a simple iterative procedure for computing the
commitment capacity and the optimal input distribution, analogous to the familiar
Blahut—Arimoto algorithm [[1} 2]

1.3. Motivation. A commitment scheme [3] is a cryptographic primitive enabling
one party, usually called Alice, to choose a value m from a predefined set and send
a “masked” version of it, C'(m), to another party, usually called Bob, so that the
following conditions hold: (1) binding property — Alice cannot change her mind at
a later point, i.e., after she decides to “open” C(m), Bob will be confident (with
probability 1 — §) that the value he now sees is indeed the one Alice originally
committed to, and (2) hiding property — Bob cannot infer m from C'(m) alone
(except with probability €). These primitives are used as building blocks in various
important cryptographic protocols such as zero-knowledge proofs [9].

It is well-known [3]] that noisy channels can be used as resources to realize com-
mitment schemes, in which case the problem may be analyzed by probabilistic/
information-theoretic methods. For example, one natural question in this context is
that of characterizing the commitment capacity of a given channel, that is, the max-
imum asymptotic number of bits per symbol that Alice can commit to, with € and &
being arbitrarily small. For the class of discrete memoryless channels this question
was answered in [15] by showing that the commitment capacity of a DMC equals
the maximum of the channel equivocation over all input distributions (see (I.4)).
As noted above, our aim here is to study formal properties of this quantity and
explicitly describe an iterative algorithm for its computation.

For more details on the subject of information-theoretic commitments we re-
fer the reader to [15]], as well as to some of the recent works [6, |10, (12| [14] and
references therein.

2. PROPERTIES OF THE CHANNEL EQUIVOCATION AND THE
COMMITMENT CAPACITY

That the problem (L.4) is tractable follows from the fact that Hyy(P x W) is a
concave function of the input distribution P for a fixed channel W. This fact is
well-known and is stated (without proof) in, e.g., [12, Claim 13]. Note that this is
not immediately obvious as the standard representations of the conditional entropy
involve differences of two concave functions [4]:

2.1) Hyy(S) = H(S) — H(Sy) = H(Sx) — I (S).

A stronger claim that Hyy(S) is concave in the joint distribution S is also true
and is surely known in the information theory community, but we nonetheless state
and prove it for completeness. We emphasize that this statement does not assume a
fixed channel, i.e., conditional distribution W it holds for Hy,y and Hy x regarded
as functions on the space of all probability distributions on X x ).
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LEMMA 2.1. Conditional entropy is a concave function of the joint distribu-
tion.

Proof. The log-sum inequality [4, Theorem 2.7.1] states that, for arbitrary non-
negative numbers a1, az, b1, b,
a1+ az
b1 + by

Let S, T be arbitrary probability distributions on X' x ). By (2.2), for any v € (0, 1)
and any (z,y) € X x ) we have

(2.2) (a1 + a2) log

<a logZ—i +aglog2—22.

aSy(y) + (1 — )Ty (y)

S(z,y)
Sy(y)
Note that the second marginal of the bivariate distribution a.S + (1 — «)T" is pre-

cisely aSy + (1 — «)Ty in the denominator. Multiplying the inequality (2.3])) by —1
and summing both sides over all x, y we get

23)  (aS(z,y) + (1 - a)T(z,y))log ~

1(z,y)

+ (1 —a)T(z,y)log o)

< aS(w,y) log

2.4) Hyyy(aS+ (1 —a)T) > aHxy(S) + (1 — a)Hxx(T),
meaning that Hyy is concave. m

The following theorem shows that, in order to determine the commitment ca-
pacity of a channel, one may consider each of its connected components separately.

THEOREM 2.1. Let (X;,Y;,W;), i = 1,...,k, be the connected components
of the channel (X,),W). Then

(2.5) C(W) = max {C(W1),...,C(W)}.

Proof. Any distribution on X can be thought of as a convex combination of
distributions on &X;. Namely, if we denote

a;= ) P(z)
1‘6.)(1'
and define
P(z)
) S X’L'a
(2.6) Px)=1{ @ 7
0, x € X\ A,

we will have

k
2.7 P(z) =Y ajP;(z), VaxelX.
i=1
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We can then write

(2.8) Hyy(Px W

~—

k > ex; aibi(2)W (y]2)

= i Pi(@)W (ylz) log ===
55, 0:P (W (3]2)
k dex, L)W (yl2)

=Y Py(z)W (y|z) log ===
5055, P(W ()
k

— z HX|Y(P X W)
=1

Denoting by « the probability vector (a1, ..., ), and noticing that the max-

imization of Hy;y(P x W) over P is equivalent to the sequence of successive
maximizations over P, ..., P, a, we conclude from (1.4) and (2.8) that

2.9 C(W) =max max Hyxy(P x W)
(o7 P17 ,Pk
= max max z a; Hyy(P; x W;)
Pr,.. Py i —
k
= max Y o;C(W;) = max C(W;),
(a2 i=1 1

which is what we wanted to show. =

Hence, when discussing commitment capacity, one can with no loss in general-
ity restrict to connected channels.

REMARK 2.1. Theorem [2.T]implies that the commitment capacity is achieved
by a probability distribution supported on the “best” connected component, i.e.,
the component having the largest maximum equivocation (or any one of them if
there exist multiple connected components of capacity C(W) each). The remaining
connected components are not used in capacity-achieving commitment schemes.
This implies that, in general, a capacity-achieving input distribution need not assign
positive probabilities to all symbols from &', which may at first appear counter-
intuitive because we are trying to maximize the uncertainty of the input given the
output. The corresponding output distribution will then also assign zero probability
to all symbols from unused connected components. For comparison we note that,
in the case of information capacity (maxp Ix.y (P x W)), all output symbols have
positive probability under an optimal distribution [8, p. 95].

In Theorem [2.2] below we show that, if the channel is connected, then the
commitment-capacity-achieving input (resp. output) distribution is supported on
all of X (resp. V).
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REMARK 2.2. In general, the capacity-achieving input distribution is not
unique, and neither is the corresponding output distribution. For example, consider
the channel (X,), W) consisting of two connected components, (X;, V;, W;),
i = 1,2, having the same capacity, C(W;) = C(W?). Suppose that P;" is a distribu-
tion on X; that achieves the capacity of W;, 7 = 1, 2. Then the convex combination
aPf + (1 — )Py is a distribution on X = A U A» that achieves the capacity
of W for any « € [0, 1] (see (2.9)). The output distributions on ) induced by these
input distributions are also clearly different. For comparison we note that, in the
case of information capacity of a DMC, there may in general be multiple capacity-
achieving input distributions, but they all induce the same output distribution [8}
p. 96].

Our Theorems 2.1l and 2.2] demonstrate that the above scenario —a DMC con-
taining distinct connected components with the same commitment capacity — is the
only case in which the optimal input distribution is not unique.

The following claim is inspired by [13, Lemma 1(b)], which states an analogous
result for mutual information.

LEMMA 2.2. Let (X,), W) be a connected channel. Let P, P* be two prob-
ability distributions on X, and assume that P* achieves the maximum in (I.4).
Denote S = P x W, §* = P*x W, and let Sxy, S;';IY be the families of condi-
tional distributions induced by S, S*. Then

(2.10) Hy(5%) — Hyy(S) > D (S | St | Sy)-

Proof. Let S, S5* be as in the statement and suppose, for the sake of contradic-
tion, that

= Hyy(S") + >0 > S(x,y)log Sy (zly) <O.
zeX yey

Consider the distribution
Sa=aS+(1—a)sS*

and its conditional entropy Hyy (S ). For & = 0, we have

(2.12) HX\Y(SO) = HX\Y(S*) = C(W),
and
de Y Sa * *
(2.13) da( ) = —Hxy(5") = > > S(z,y)log Sk (zly),

a=0 zeX yeyY
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which is positive by our assumption (2.11)). This implies that, when « is in a suf-
ficiently small neighborhood of zero, Hxy(Sa) > Hxy(S*), contradicting the
assumption that S* maximizes Hxy. =

THEOREM 2.2. Let (X,), W) be a connected channel. Then there is exactly
one distribution P* on X that achieves the maximum in (1.4), and this distribution
is supported on all of X, i.e., P*(x) > 0 for every xz € X.

Proof. We first show the second part of the statement. Consider Hyy (P x W)
as a function of the probability vector P over X. This function is concave (see
Lemma[2.1) and its derivatives
OHxy(P x W P(2)W (y|z

X|Y( X ) — Z W(y|$) lOg ZZGX ( ) (y| )
oP(x) 5 P(@)W (y]z)

(2.14)

are continuous. It therefore satisfies the assumptions of [8, Theorem 4.4.1], which
states that necessary and sufficient conditions for P to maximize Hyy(P x W) are

Hyy (P

(2.15a) W — )\ forz such that P(z) > 0,
Hyy (P

(2.15b) W <A for z such that P(z) = 0,

for some A € R (these are the well-known KKT conditions in optimization the-
ory). Let P* be such a maximizer and let z € X’ be a symbol such that P*(z) > 0.
Then every y € ) that can be produced by z, i.e., such that W (y|x) > 0, also has
positive probability, » ., P*(2)W (y|z) = P*(x)W (y|x) > 0. Since the chan-
nel has at least two input symbols, and is connected by assumption, for at least one

such y there exists another 2’ € X\ {z} such that W (y|z’) > 0. Now, if P*(2/)
were equal to zero, we would have %IZJ)W) = oo (see (2.14)), contradicting

(2.15b). Therefore, it must be the case that P*(z’) > 0. Continuing in this way,
using the assumption that the channel is connected, we conclude that P*(z) > 0
for every x € &.

It remains to prove uniqueness. Suppose that P*, P* both achieve the maximum
in (I4), and let S* = P* x W, S* = P* x W. We know from the previous
paragraph that Sy = P*, Sy = P* and 5%, S are strictly positive over X" and ),
respectively. We now invoke Lemma [2.2] Since Hyy(S*) = Hxy(S*) = C(W)
by assumption, and since the KL divergence is always nonnegative, we conclude
from (210) that D(S%,y || S%y | S5) = 0. implying that S%, (-|y) = Sy (-|y) for
everyy € ), i.e.,

S*(z,y) _ S*(=z,y)

2.16 )
(210 Sy | Siy)

Vee X,ye).
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We also know that S5, = S7x = W, ie.,

S*(z,y) _ S*(=,y)
Pr(x)  Prx)

2.17) Ve e X,y €.

The relations (2.16) and (2.17) together imply that

PHa) _ Si(y)
Pia) ~ 5ily)

n

(2.18)

for all =,y with W (y|z) > 0 (whence S*(z,y) > 0 and S*(x,y) > 0). Given
that the channel is connected, however, it is easy to see that must hold for
all x € X and y € ). Finally, since P*, P* are probability distributions, the ratio
P*(z)/P*(x) being a constant independent of x implies that this constant is in
fact1,i.e., P* = P*. n

We note for later reference that the constant A in (2.15) is precisely the capacity
C(W), namely

o, \OHxy(P*x W)
2.19 A= P
1) 2O or

which follows from (2.15a)), (2.14), (1.2)) and (1.4).

The following theorem provides an alternative way of writing the commitment
capacity, which appears more complicated than (I.4)) but will prove useful in what
follows. It is analogous to the corresponding double-maximization form of the
information capacity of a DMC [2].

= Hyy (P* x W) = C(W),

THEOREM 2.3. For a channel (X,Y, W), a distribution P on X, and a distri-
bution () on ), denote

Q(y)
. l P(2)W (ylz)
(2.20) f(P,W,Q) ngX y%}P W (ylz)log P(z)W (y|x)
Then:

(a) C(W) = maxpmaxq f(P,W,Q).

(b) For fixed P and W, f(P,W, Q) is uniquely maximized when @ = (P x W)y,
ie, QY) = ger P@)W(ylz).
(c) Forfixed W and Q, f(P,W, Q) is uniquely maximized when

Q(y)

exp § W (y|z)log -
(2.21) P(x) _ ( yeY | ) W (y| )( -
> ex eXp(Zyey W (ylz)log W(yy| ))
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Proof. Since

Qy Sy(y)
222 HXY S 1 S 1
Q2 Hax(®) = 2, 2, Swy)los 5o o R R ROt

= DKL(SY H Q) =0

with equality if and only if Q = Sy, it follows that

B Qy)
(2.23) Hyxy(S) = maxmg y%} S(z,y)log S.y)

This proves both (a) (see (1.4)) and (b). Part (c) is obtained by applying the standard
Lagrange multiplier method to the function f(-, W, Q). =

3. COMPUTING THE COMMITMENT CAPACITY AND THE OPTIMAL
INPUT DISTRIBUTION

In this section we describe an iterative procedure for computing the commitment
capacity and the optimal input distribution, analogous to the Blahut—Arimoto algo-
rithm [1} [2]] for computing the information capacity of a DMC. We should note that
the general conditions for such an alternating optimization procedure to be possi-
ble are well-known [[7]], and thus Theorem 3.1|below may be seen as a special case
thereof. Nonetheless, having in mind the operational interpretation of the problem
mentioned in Section and a large number of works on the subject, we
believe it is useful to describe this procedure explicitly.

The basis of the algorithm is the double maximization form of C(W) stated in
Theorem and the properties of the function f being maximized. To be more
concrete, the algorithm is suggested by Theorem [2.3{b—c): start with some input
distribution P(¥), maximize f (P(O), W, -) over its third argument by setting its
value to (P(©) x W)y, then maximize f(-, W, (P(®) x W)y) over its first argument
by setting its value to P(1) according to (Z.21), and repeat. Theorem [2.3| implies
that the resulting sequence of values f (P, W, (P x W)y) = Hyy(PY x W),
¢ =0,1,..., is nondecreasing, and since it is bounded from above by C(W), it
converges. The following theorem states that it converges to the desired value.

Denote

. S.cx PEIW (512
61 G(P,W,x>—exp<y§/my‘”””°g o)
and note that
G(P W; )

3.2 HXYP W P _— 7
(32 V(X W)= 2, P Pla)



124 N. Nedic et al.

THEOREM 3.1. Let (X,Y, W) be a connected channel and P* the unique in-
put distribution that attains C(W). Let PO) be any distribution on X, and define
the sequence of distributions (P)) 5o by

G(PO,W;z)

(33 PO = oy “E
zEX ’ ’

Then, as ¢ — oo, PO converges to P*, and HX‘Y(P(K) x W) monotonically con-
verges to Hyy(P* x W) = C(W).

Proof. The update rule (3.3) expresses the two maximization steps described in
the first paragraph of this section, performed simultaneously. As noted above, we
know from Theorem [2.3| that the sequence (Hyy(P“) x W));s¢ monotonically
converges to some value, and we need to show that this value is Hyy (P* x W) =
C(W). Take any convergent subsequence of the sequence (P“)),~, and denote
its limit by P. (The sequence (P, is defined in the |X’'|-dimensional proba-
bility simplex, so by the Bolzano—Weierstrass theorem it must have a convergent
subsequence.) Then it follows from that P satisfies the equations

(3.4) P(z) = GP W) , TEAX,
ZZEX G(P7 W,Z)
which can be rewritten as
P(2)W
(3.5) S W (ylz) log 2oecx PEWIYL) N\, rEX,
= P(x)W (y|x)

where A =log >, G(P,W;z). Similarly to the proof of Theorem one can
now argue that (3.3)) implies that P(z) > 0 for all z € X. Now notice that (3.3) is
equivalent to the necessary and sufficient conditions for a distribution to be
the maximizer of Hy,y, and therefore P = P*. m

For the iterative procedure (3.3)) to be useful, it is left to specify the termination
criterion. To this end note that

(3.62) Hyy(PY x W) < C(W)
G(P*,W;x)
(3.6b) = P*(x)log .
2 T8 )
) G(PY,W;x)

(3.6¢) < x%;y P*(z)log 201

0 1.
(3.6d) < max log G, W)
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where the inequality in (3.6c)) holds because the difference of the expressions in
and (3-6b) equals Dy ((P* x W)xy || (P x W)xy|[(P*x W)y) and is
therefore nonnegative. This shows that the capacity C(W) is sandwiched between

HX|Y(P(Z) x W) and log max,¢ x %ﬁ’)w) for every ¢ > 0. Moreover, both of

these quantities tend to C(1/') because log G(]F;ii’g);z) = C(W) forevery x € X

(see (B-1), @.14), 2.13), and (2.19)). This implies that, given any ¢ > 0, for suffi-

ciently large ¢ we are guaranteed to have

G(P(Z)v W; JJ) 4
(37) logrxnea)}éiw — HX|Y(P( ) X W) < €,

in which case
(3.8) C(W) — e < Hyy(PY x W) < C(W).

Hence, if € is the desired accuracy, the iteration (3.3) may be terminated at the first
value of ¢ for which (3.7) holds.
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